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Detailed Action 
Specification 

1. Applicant is reminded of the proper language and format for an abstract of the disclosure. 

The abstract should be in narrative form and generally limited to a single paragraph on a 
separate sheet within the range of 50 to 150 words. It is important that the abstract not exceed 
150 words in length since the space provided for the abstract on the computer tape used by the 
printer is limited. The form and legal phraseology often used in patent claims, such as "means" 
and "said," should be avoided. The abstract should describe the disclosure sufficiently to assist 
readers in deciding whether there is a need for consulting the full patent text for details. 

The language should be clear and concise and should not repeat information given in the 
title. It should avoid using phrases which can be implied, such as, "The disclosure concerns," 
"The disclosure defined by this invention," "The disclosure describes," etc. 

In particular, the title of the present application should be removed from the abstract 

page. 

2. The disclosure is objected to because of the following informalities: 

On page 6, the last line of the first paragraph, add the term "be" in between "to 
maintained." 



Appropriate correction is required. 
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Oaim Rejections - 35 USC §102 
The following is a quotation of the appropriate paragraphs of 35 U.S. C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 

3. Claims 1, 3-4, 6-8, 14 are rejected under 35 U.S.C. 102(e) as being anticipated by 
Ghahremani et al. (US Publication 2005/0180429). 

Regarding claims 1, 6, Ghahremani discloses a device for filtering traffic in a computer 
network (multi-service network switch for filtering traffic, paragraphs 0048, 0086), comprising: 

a first processor (forwarding module FM, element 12, Fig. 1) for receiving network 
traffic from at least one network port (receiving packets through a media port, paragraph 
0225), wherein the first processor (the FM module 12, Fig. 2) is operatively connected to at least 
a private memory (FM module is operatively connected to the EP forwarding table 90 in the IP 
forwarder 44, paragraphs 0066, 0012-0018 and Figs. 2, 4; note that IP forwarder is part of the 
FM module in Fig. 2); 

a first filter table resident in the private memory (IP forwarding table), the first filter table 
containing at least partial traffic identification information for network traffic received from the 
at least one network port (IP forwarding table contains destination address, paragraph 0017 and 
Fig. 6); 

a second processor (system control module SCM, element 14, Fig. 1; note that SCM has 
similar function components as the FM module, paragraph 0050) for network traffic forwarded 
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from the first processor (a request for the route is received from the FM module to SCM, 
paragraphs 0120, 0121), the second processor (SCM, Fig. 1) being operatively connected to the 
first processor (FM module 12, Fig. 1) through at least a shared memory (SCM is operatively 
connected to FM module via routing table 70, Fig. 1); and 

a second filter table maintained in the shared memory (routing table 70 of SCM), the 
second filter table (routing table 70 of SCM, paragraphs 0100, 0121) containing at least partial 
traffic identification information for network traffic received from the at least one network port 
(routing table 70 of SCM contains destination address information, paragraph 0100, 0121), 

wherein the first processor (FM module) operates to filter network traffic by looking 
up identification information in the first filter table (FM module tries to obtain destination 
information from its IP forwarding table 90, paragraph 0100), when such identification 
information is not found in the first filter table (if destination information is not found 
successfully, the IP forwarder attempts to obtain the information from SCM, paragraph 0100), 
the network traffic is forwarded to the second processor (forwards a request for the route to the 
SCM, paragraph 0121). 

Regarding claim 3, Ghahremani discloses the device of claim 1, wherein the content and 
format of the first filter table are maintained by the second processor (IP forwarder is maintained 
by the routing table 70 stored in the SCM, paragraph 0100). 
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Regarding claim 4, Ghahremani discloses the device of claim 1, wherein the network 
traffic identification information comprises at least source and destination addresses (source 
addresses and destination addresses, paragraph 0086). 

Regarding claim 7, Ghahremani discloses the method of claim 6, wherein the data packet 
identification information includes a source address and at least one destination address relating 
to unique network devices (source address and destination address unique to a network device, 
paragraph 0086). 

Regarding claim 8, Ghahremani discloses the method of claim 7, wherein the source and 
destination addresses are media access control addresses (MAC addresses, paragraph 0112 and 
Fig. 7). 

Regarding claim 14, Ghahremani discloses the method of claim 6, wherein the content 
and format of the first filter table are maintained by the second processor (IP forwarder is 
maintained by the routing table 70 stored in the SCM, paragraph 0100). 
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Claim Rejections - 35 USC § 103 
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

4. Claim 2, 5, 13 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Ghahremani et al. in view of Yazdani et al. (USP 6,859,455). 

Regarding claim 2, Ghahremani discloses all the aspects of the claimed invention set 
forth in the rejection of claim 1 above, except fails to explicitly show the device of claim 1, 
wherein the first filter table is in the form of a balanced binary tree. However, Yazdani discloses 
utilizing a balanced binary tree algorithm during the filtering data packet operation (col. 19, lines 
30-51). Therefore, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the device and method of filtering traffic in Ghahremani with the 
teaching of Yazdani in utilizing a balanced binary tree algorithm during the filtering data packet 
operation such that the first filter table/forwarding table is in the form of a balanced binary tree. 
The motivation to do so is to provide a more efficient search time when searching for destination 
address information. 

Regarding claim 5, the combined system of Ghahremani and Yazdani disclose all the 
aspects of the claimed invention set forth in the rejection of claim 1 above. Ghahremani further 
discloses the device of claim 2, wherein the source and destination addresses further comprise 
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media access control addresses unique to particular network devices (MAC addresses, paragraph 
01 12 and Fig. 7). 

Regarding claim 13, Ghahremani discloses all the aspects of the claimed invention set 
forth in the rejection of claim 1 above, except fails to explicitly show the method of claim 6, 
wherein the first filter table is in the form of a balanced binary tree. However, Yazdani discloses 
utilizing a balanced binary tree algorithm during the filtering data packet operation (col. 19, lines 
30-5 1). Therefore, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the device and method of filtering traffic in Ghahremani with the 
teaching of Yazdani in utilizing a balanced binary tree algorithm during the filtering data packet 
operation such that the first filter table/forwarding table is in the form of a balanced binary tree. 
The motivation to do so is to provide a more efficient search time when searching for destination 
address information. 
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Allowable Subject Matter 

5. Claims 9-10, 11-12, 15 are objected to as being dependent upon a rejected base claim, but 

would be allowable if rewritten in independent form including all of the limitations of the base 

claim and any intervening claims. 

The following is a statement of reasons for the indication of allowable subject matter: 
In claim 9, the method of claim 7, wherein the step of determining whether the 

extracted packet information is contained within a first tilter table further comprises the steps of: 
determining whether the first filter table includes the at least one extracted destination 

address; 

forwarding the data packet to the second processor if it is determined that the first filter 
table does not include the at least one extracted destination address; 

determining whether the first tilter table includes the extracted source address if it is 
determined that the first filter table includes the at least one extracted destination address; 

forwarding the data packet to the second processor if it is determined that the first filter 
table does not include the extracted source address; 

identifying all network ports associated with the at least one destination address in the 
first filter table if it is determined that the first filter table includes the extracted source address; 
and 

forwarding the data packet to identified network ports . 
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In claim 1 1, the method of claim 7 wherein the step of determining whether the 
extracted packet information is contained within a second tilter table further comprises the steps 
of: 

determining whether the second filter table includes the extracted source address; 

creating a new entry in the second filter table if it is determined that the second filter 
table does not include the extracted source address; 

determining whether the second filter table includes the at least one extracted destination 
address; 

forwarding the data packet to all available network ports if it is determined that the 
second filter table does not include the at least one extracted destination address; 

identifying all network ports associated with the at least one destination address if it is 
determined that the second filter table includes the at least one extracted destination address; and 

forwarding the data packet to identified network ports. 

In claim 15, a method for maintaining the first filter table of claim 2, comprising the steps 

of: 

determining, for a particular entry in the second tilter table, whether a corresponding 
entry exists in the first filter table; 

determining whether space exists within the first filter table to add a new entry and 
maintain maximum search times below a predetermined limit if it is determined that a 
corresponding entry does not exist; 
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determining whether, upon addition of a new entry, the height of the binary tree would 
exceed a predetermined limit if it is determined that space exists within the first filter table; 

rebalancing the binary tree if it is determined that, upon addition of a new entry, the 
height of the binary tree would exceed a predetermined limit; and 

inserting a new entry into the tree corresponding the particular entry in the second filter 

table. 

Conclusion 

6. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. 

US Patent 5,414,704 to Spinney 

US Publication 2003/006 1 332 to Narad et al. 

US Patent 6,782, 1 86 to Covell et al. 
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7. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Kevin Mew whose telephone number is 571-272-3 14 L The 
examiner can normally be reached on 9:00 am - 5:30 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Wellington Chin can be reached on 571-272-3 134. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 




WELLINGTON CHIiNi 
-yiSORY PATENT EXAM! ? 



KDM 

Art Unit 2664 



